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DETAILED ACTION 



1 . Claims 1 -40 have been examined. 



Claim Rejections - 35 (JSC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371 (c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AIPA) and the Intellectual Property and High Technology Technical 
Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting 
directly or indirectly from an international application filed before November 29, 2000. 
Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior 
to the amendment by the AIPA (pre-AlPA 35 U.S.C. 102(e)). 

3. Claims 1-9 and 21-29 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Ginter et al. U.S. Patent No. 6,253,193 (hereinafter Ginter). 

4. As per claim 1 , Ginter discloses a system for securely embedding a watermark 
representing message data into movie data consisting of one or more frames of a digital 
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image sequence, and displaying one or more frames of the digital image sequence 
containing the embedded watermark (col. 4:3-55; 195:59-198:37), comprising: 

a. means for providing a secure environment (4:3-5:7; figure 5a and related 
text); 

b. means for combining the movie data with the watermark within the secure 
environment to produce watermarked movie data (196:7-12); and 

c. means for forming a displayed image from the watermarked movie data 
within the secure environment (39:48-40:7; 60:30). 

5. The aforementioned cover the limitations of claim 1 . 

6. As per claim 2, the rejection of claim 1 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the movie data is uncompressed data. Ginter, col. 196:7- 
12; 198:27-29. 

7. As per claim 3, the rejection of claim 1 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the movie data is compressed data. Ginter, 68:1-17. 

8. As per claim 4, the rejection of claim 1 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the system further including means for storing the movie 
data within the secure environment. Ginter, col. 62:43-63:17. 
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9. As per claim 5, the rejection of claim 1 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the movie data has been encrypted to produce encrypted 
data representing the digital image sequence, and further including means for 
decrypting the encrypted data within the secure environment to produce movie data. 
Ginter, col. 12:32-39; 39:48-40:7; 67:6-52. 

10. As per claim 6, the rejection of claim 1 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the movie data has been compressed and encrypted to 
produce compressed and encrypted data representing the digital image sequence, and 
further including means for decrypting the compressed and encrypted data within the 
secure environment to produce compressed data, and means for decompressing the 
compressed data within a secure environment to produce movie data. Ginter, col. 
12:32-39; 39:48-40:7; 68:1-17; 67:7-52. 

11. As per claim 7, the rejection of claim 6 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the system further including means for storing the 
compressed and encrypted data. Ginter, col. 62:43-63:17; 68:1-17; figure 5a and 
related text. 

12. As per claim 8, the rejection of claim 6 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the system further including means for storing the 
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compressed data within the secure environment. Ginter, col. 62:43-63:17; 68:1-17; 
figure 5a and related text. 

13. As per claim 9, the rejection of claim 1 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the secure environment is provided by a combination of 
physical and logical protection techniques. Ginter, col. 12:32-39; 39:48-40:7. 

14. As per claims 21-29, they are method claims corresponding to claims 1-9 and 
they do not teach or define above the information claimed in claims 1-9. Therefore, 
claims 21-29 are rejected as being anticipated by Ginter for the same reasons set forth 
in the rejections of claims 1-9. 

15. Claims 10, 13, 14, 20, 30, 33, 34 and 40 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Zhao et al. U.S. Patent No. 6,141,753 (hereinafter Zhao). 

16. As per claim 10, Zhao discloses a system for securely embedding watermark 
information in one or more frames of a digital image sequence, comprising: 

d. means for providing a secure environment (Zhao, col. 4:27-62); 

e. means for generating a watermark key for one or more frames in the 
digital image sequence within the secure environment (Zhao, 3:59-67, the secret 
key); 
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f. means for generating a watermark message for one or more frames in the 
digital image sequence within the secure environment (Zhao, 3:62-64; 4:7-26; 
6:39-50); 

g. means for generating a watermark pattern for one or more frames using 
the corresponding watermark key and watermark message within the secure 
environment, and combining the watermark pattern with the corresponding frame 
of the digital image sequence within the secure environment (Zhao, 6:34-9:33). 

1 7. The aforementioned cover the limitations of claim 1 0. 

18. As per claim 13, the rejection of claim 10 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the system further including means for securely sending the 
watermark key to a remote database. Zhao, col. 8:40-48, 60-65; 9:10-16. 

19. As per claim 14, the rejection of claim 10 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the system further including means for securely sending the 
watermark message to a remote database. Zhao, col. 8:61-65. 

20. As per claim 20, the rejection of claim 10 under 35 U.S.C. 102(e) is incorporated 
herein, (supra) In addition, the secure environment is provided by a combination of 
physical and logical protection techniques. Zhao, col. 4:27-5:52, especially, 4:63 and 
5:16-19. 
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21 . As per claims 30, 33, 34 and 40, they are method claims corresponding to claims 
10, 13, 14 and 20, and they do not teach or define above the information claimed in 
claims 10, 13, 14 and 20. Therefore, claims 30, 33, 34 and 40 are rejected as being 
anticipated by Zhao for the same reasons set forth in the rejections of claims 10, 13, 14 
and 20. 



Claim Rejections - 35 USC § 103 

22. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

23. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 ,56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or(g) 
prior art under 35 U.S.C. 103(a). 



24. Claims 11,15-17, 31 and 35-37 are rejected under 35 U.S.C. 102(e) as 
anticipated by or, in the alternative, under 35 U.S.C. 103(a) as obvious over Zhao in 
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view of Koch "Towards Robust and Hidden Image Copyright Labeling" (hereinafter 
Koch). 

25. As per claims 1 1 and 1 5-1 7, the rejection of claim 1 0 under 35 U.S.C. 1 02(e) is 
incorporated herein. Zhao further discloses employing a watermark technique called 
Randomly Sequenced Pulse Position Modulated Code as explained by Koch in 
"Towards Robust and Hidden Image Copyright Labeling". Zhao 1 1:5-10. Koch 
discloses a watermark technique whereby existing encryption and pseudorandom 
number generation techniques are used to establish a random sequence of locations for 
embedding hidden copyright code; whereby the embedding process uses a simple 
pulsing method. Koch, pg. 2-pg. 3, section 3 'System Framework'. This technique has 
the properties of generating a watermark key including means for updating the key 
throughout the digital image sequence (random sequence of locations by 
pseudorandom number), acquiring a secure watermark root key from a remote server 
and using the watermark root key in generating the watermark key (pseudorandom 
number is the root key; Zhao, 9:20-33), wherein the watermark root key is an 
initialization key (the pseudorandom number initializes the sequence of random 
locations), and means for acquiring a secure watermark root message from a remote 
server and using the watermark root message in generating the watermark message 
(Zhao, 8:58-65). Hence, it would be obvious to one of ordinary skill in the art at the time 
the invention was made for the secure distribution methodology of Zhao to employ the 
watermarking technique disclosed by Koch since the watermark is more difficult to 
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detect and more resistant to alteration than other watermarks. Zhao, 11:10-16. The 
aforementioned cover the limitations of claims 11 and 15-17. 

26. As per claims 31 and 35-37, they are method claims corresponding to claims 1 1 
and 15-17, and they do not teach or define above the information claimed in claims 1 1 
and 15-17. Therefore, claims 31 and 35-37 are rejected as being unpatentable over 
Zhao and Koch for the same reasons set forth in the rejections of claims 1 1 and 15-17. 

27. Claims 12, 18, 19, 32, 38 and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Zhao in view of Koch, and further in view of Stefik et al. U.S. Patent 
No. 6,233,684 (hereinafter Stefik). 

28. As per claims 12, 18 and 19, the rejection of claim 17 under 35 U.S.C. 102(e) or 
in the alternative 103(a) is incorporated herein. Zhao does not expressly teach the step 
of generating the watermark message including means for generating a validated time 
stamp, the watermark root message including a unique theater ID or a unique 
presentation ID. Stefik discloses generating watermark messages to watermark 
rendered digital works, wherein the step of generating a watermark message including 
means for generating a render-time, the watermark root message including a unique 
user-id, institution-location, render-location, render-name, and render-time. Stefik, col. 
5:19-25; 6:18-25; fig. 5, reference no. 501 and 508; fig. 10 and related text. Hence, it 
would be obvious to one of ordinary skill in the art at the time the invention was made 
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for the generation of the watermark message to include generating a validated time 
stamp (render-time), the watermark root message including a unique theater ID (render- 
location) and a unique presentation ID (render-location, render-name, render-time) 
since it defines secure copyright restrictions by specifying controls on the distribution 
and use of digital works. Stefik, 3:5-39. The aforementioned cover the limitations of 
claims 12, 18 and 19. 

29. As per claims 32, 38 and 39, they are method claims corresponding to claims 12, 
18 and 19, and they do not teach or define above the information claimed in claims 12, 
18 and 19. Therefore, claims 32, 38 and 39 are rejected as being unpatentable over 
Zhao, Koch and Stefik for the same reasons set forth in the rejections of claims 12, 18 
and 19. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jung W. Kim whose telephone number is (571 ) 272- 
3804. The examiner can normally be reached on M-F 9:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 
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Examiner 
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